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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF SOUTH CAROLINA

COLUMBIA DIVISION
3:24—-cr-00656

IN THE MATTER OF THE SEARCH OF ) Case No.
TARGET PHONE #1 AS )
PARTICULARLY DESCRIBED IN )
ATTACHMENT A TO THE SEARCH )
WARRANT AFFIDAVIT OF SA )
BRITTON LORENZEN DATED )
AUGUST 6, 2024

MOTION TO SEAL

The United States of America, by and through its undersigned Assistant United States
Attorney, hereby moves this Court to seal the affidavit in support of the search warrant and the
attachments thereto, as well as the return to the warrant identifying any evidence seized. The Court
has the inherent authority to seal these documents. See Baltimore Sun v. Goetz, 886 F. 2d 60 (4th
Cir. 1988). The purpose of the Government’s request is to protect the information contained within
these documents and to avoid the disclosure of the investigation at this time.

Based on the facts in the affidavit, there is reason to believe that disclosure of the
information in these documents would seriously jeopardize the investigation including by giving
targets the opportunity to destroy or tamper with evidence, change patterns of behavior, flee from
prosecution, intimidate cooperating and potential witnesées. and endanger the safety of law
enforcement and other individuals. For these reasons, the Government submits that the interests in
sealing the affidavit and attachments thereto and the return outweigh the common-law public right
of access and that sealing is “essential to preserve higher values.” See Media Gen. Operations, Inc.
v. Buchanan, 417 F.3d 424, 429-31 (4th Cir. 2005). The Government further submits that, by
sealing only the affidavit in support of the search warrant, attachments thereto, and the return while

providing public access to the search warrant, the application in support of the search warrant, the
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motion to seal and the sealing order, the denial of access is narrowly tailored to serve the
Government’s ‘interests in sealing. /d. at 429,

Based on the foregoing, the Government requests that the affidavit in support of the search
warrant and attachments thereto, as well as the return, be filed under seal except that working
copies should be made available to the United States Attorney’s Office, the United States
Department of Homeland Security, and any other law enforcement agency designated by the

United States Attorney’s Office.

Executed on _August 6. 2024

s/Scott Matthews

J. Scott Matthews (# 13779)
Assistant U.S. Attorney
144| Main Street, Suite 500
Columbia, SC 29201

Tel: 803-343-3163

Fax: 803-254-2912

Jonathan.Matthews2@usdoj.gov
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF SOUTH CAROLINA
COLUMBIA DIVISION

IN THE MATTER OF THE SEARCH OF )

TARGET PHONE #1 AS ) Case No. 3:24—cr-00656
PARTICULARLITY DESCRIBED IN )

ATTACHMENT A TO THE AFFIDAVIT )

OF SA BRITTON LORENZEN DATED
AUGUST 6, 2024.

)
)
)
)
)

ORDER TO SEAL

This matter comes before the Court on motion of the United States to file the affidavit in
support of the search warrant and attachments thereto under seal. The purpose of the Government's
request is to protect the information contained within these documents as release of the information
would jeopardize an ongoing investigation, reveal sensitive information about the nature and scope
of the investigation, disclose the identity of cooperating sources and potential witnesses, and could
result in the destruction of evidence or flight from prosecution.

Having conducted an independent review of the facts set forth in the affidavit in support of
the search warrant as well as the reasons provided by the Government in its sealing motion, the
Court concludes that the Government’s significant countervailing interest in sealing outweighs the
common-law public interest in access to such documents and that sealing the affidavit and
attachiments is “‘essential to preserve higher values.” See Media Gen. Operations, Inc. v.
Buchanan, 417 F.3d 424, 429-31 (4th Cir. 2005). The Court further concludes that, by sealing
only the affidavit in support of the search warrant and attachments thereto and providing public

access to the search warrant, the application in support of the search warrant, the motion to seal

F 36



i ) W W e s s ST s P N Y R RV I T C TSy e —rue g vty P oA e s

and this sealing order, the denial of access is narrowly tailored to serve the government’s interests
in sealing. /d. at 429,

In reaching this conclusion, the Court has considered alternative measures less restrictive
than sealing—such as redaction of portions of the document—but finds that, at this juncture,
redaction would not protect the Government’s compelling interests and un-redacted portions
would largely be limited to information available in the warrant and application. See Inre Search
Warrant for Secretarial Area Quiside of Gunn, 855 F.2d 569, 574 (8th Cir. 1999) (explaining that
“line-by-line™ redactions were “not practical”™ where “[v]irtually every page contain|ed] multiple
references™ to sensitive information); /n re Search of Office Suites for World & Islam Studies
Enterprise, 925 F. Supp. 738, 744 (M.D. Fla. 1996) (rejecting redactions of affidavit due to
“concerns that unsealing even a portion of the affidavit would reveal, either explicitly or by
inference, the scope and direction of the Government's investigation™); In re Search Warrants for
Nat’l Builders Corp., 833 F. Supp. 644, 646 (N.D. Ohio 1993) (finding that sealing of search
warrant affidavit was justified when “[v]irtually every page of the affidavit contain[ed] references
to conversations and events, and reveal[ed] the nature and scope of the on-going government
investigation, including individuals not within the scope of the search warrant™). Based on the
foregoing, the Court finds that the interests of justice are best served by filing the affidavit and
attachments thereto, and the return to the warrant. under seal. Working copies may be made
available to the United States Attornev's Office. the United States Department of Homeland
Security and any other law enforcement agency designated by the United States Attorney s Office.

Unless otherwise ordered, the documents sealed by this order shall remain sealed for one

year from the date of this order. subject to extension for good cause shown and to the following

T4
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unsealing protocol: Any person or party who seeks access 1o the documents sealed by this order
may file a written motion or request to unseal. The Clerk of Court is directed to file any motion
or request to unseal on the public docket. Regardiess of when the motion or request is made, the
documents sealed by this order shall remain sealed until the Government or other affected party
has an opportunity to respond to any motion or request 10 unseal.

It is therefore,

ORDERED that the affidavit and attachments thereto, as well as the return to the warrant
listing the evidence seized, shall be filed under seal.

IT IS SO ORDERED.

LEPAIGE J. GOSSETT
UNITED STATES MAGISTRATE JUDGE

Columbia, South Carolina

4 2024
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AQ 106A (08/18) Application for a Warrant by Telephone or Other Reliabie Llectronic Means

UNITED STATES DISTRICT COURT

for the
District of South Carolina B

In the Matter of the Search of

{Briefly describe the property to be searched
or identify: the person by name and address)

Case No. 3:24—cr—-00656

Target Phone #1 as particularly described in attachment
A to the search warrant affidavit of SA Britton Lorenzen
dated August 6, 2024

APPLICATION FOR A WARRANT BY TELEPHONE OR OTHER RELIABLE ELECTRONIC MEANS

[N NP N

I,a fegleral law enforcement ofﬁcey or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property fidentify the person or describe the
property to be searched and give its location):

See description of Target Phone #1 in attachment A of the affidavit of HSI Special Agent Briiton Lorenzen

located in the District of South Carolina , there is now concealed ridentifi- the
person or describe the property to be seized):

See description of things to be seized in attachment B to the affidavit of HSi Special Agent Britton Lorenzen

The basis for the search under Fed. R. Crim. P. 41(c¢) is rcheck ane or more):
o evidence of a crime;
o contraband, fruits of crime, or other items illegally possessed:
o property designed for use, intended for use, or used in committing a crime;
O aperson to be arrested or a person who is unlawfully restrained.

The search is related to a violation of:

Code Section Offense Description
18 U.S.C. § 2252A(b)(5) Possession of child pornography

The application is based on these facts:
See attached affidavit of HS! Special Agent Britton Lorenzen

&f Continued on the attached sheet.

O Delayed notice of days fgive exact ending date if more than 30 days:
18 U.S.C. § 3103a. the basis of which is set forth on the atta~-~- -~~~

Brdtrn Z. Lo&zgw

___Jisrequested under

Appticant s signatire

_ Britton Lorenzen, Special Agent, HSI
Printed name and title

Ane@ii to by the fMplicant in a cﬁi‘nce ith the reguirements of Fed. R. Crim. P. 4.1 by
y(_/_“ AN r T \ (specify relj lecironic meansj.
Date: AMW L3924

City and state: Columbia, South Carolina

s signalure

Paige J. Gossett, United States Magistrate Judge

Printed name and title
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF SOUTH CAROLINA
COLUMBIA DIVISION

In the Matter of the Search of: 3:24—cr—00656
Case No.

Samsung SM-G781U| cellphone (IMEI No.
351675643599503) (Target Phone #1);
currently focated at the United States Secret
Service Columbia Field Office 107 Westpark
Boulevard, Suite 301, Columbia, 29210

AFFIDAVIT IN SUPPORT OF
AN APPLICATION FOR A SEARCH WARRANT

I, Britton Baker Lorenzen, a Special Agent with Homeland Security Investigations (HSI),

being first duly sworn, hereby depose and state as follows:
L Introduction and Agent Background

L. I make this affidavit in support of an application under Rule 41 of the Federal Rules
of Criminal Procedure for a search warrant authorizing the examination of property—a Samsung
SM-G781U1 Android smart phone (Target Phone #1) as particularly described in Attachiment A
to this affidavit—which is currently in law enforcement possession, and the extraction from that
property of electronically stored information described in Attachment B. On August 5, 2024,
Target Phone #1 was found during a search warrant executed on the premises of 338 Lake Frances
Drive, West Columbia, South Carolina 29170, a residence previously referred to as Target
Location in that warrant and belongs to Robert John May, [1I, an individual described as Target
Individual in the previous warrant.

2, This affidavit is based upon my personal knowledge. experience, and training, and
other information developed during the course of this investigation. This affidavit is also based

upon information and experience imparted to me by other law enforcement officers. Because | am

Page 1 of 14
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submitting this Affidavit for the limited purpose of demonstrating probable cause to search Target
Phone #1, | have not included every fact known about this investigation. | have set forth only the
facts that | believe are necessary to establish probable cause to believe that violations of Title 18,
United States Code, Section 2252A(5)(B) (possession of child pornography) have been committed
and that Target Phone #1 contains evidence, fruits, and instrumentalities of this violation and
contraband, as further described in Attachment B to this affidavit.

3. [ am a Special Agent (SA) with Department of Homeland Security (DHS),
Homeland Security Investigation (HSI) and have been so employed since October 2009. | am
currently assighed to the Columbia Office and to the Internet Crimes Against Children (ICAC)
Task Force. In this capacity, | have conducted multiple victim, witness, and subject interviews that
invotve on-line child sexual exploitation, child pornography, child sexual abuse, sextortion, and
associated criminal activity. | have investigated federal criminal violations related to child sexual
exploitation and child pornography.

4, I have participated in investigations in which perpetrators have used computers and
mobile applications to commit violations involving the sexual exploitation of children. 1 have
received training in the area of child pornography, child sexual abuse, and on-line sexual
exploitation. 1 have experience in observing and reviewing numerous examples of child
pornography (as defined in 18 U.S.C. 2256) in all forms of media. These [orms of media include
computer media, magnetic storage media, and mobile applications in violation of state and federal
laws, including variations of Title 18, U.S.C. 2252A(5)(B). | have also participated in numerous
search warrants that involved child sexual exploitation and/or child pornography offenses. These
investigations have led to arrests and convictions for violations of the federal code. As such, I am

an "investigative or law enforcement officer”" within the meaning of Title 18, United States Code.

Page 2 of 14
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Section 2510(7), and empowered by federal law to investigate and make arrests for offenses
enumerated in Section 2518 of Title 18 of the United States Code.

5. Prior to becoming a Special Agent with HSI, | was a Special Agent with the
Department of Homeland Security, United States Secret Service (USSS) from 2004 to 2009 where
I was assigned to the Computer Crimes Center and Protective Intelligence investigations. Previous
to my employment with the Department of Homeland Security, I was a Criminal Investigator
for the Spartanburg County Sheriff's Office from 2000 to 2004 where | was assigned to juvenile
and sexual assault investigations. [ completed the South Carolina Criminal Justice Academy which
included training on various crirminal matters.

6. Target Phone #1 was seized during a search of Target Location on August 5,
2024. |

7. Target Phone #1 is currently located at the United States Secret Service Columbia
Field Office, 107 Westpark Boulevard, Suite 301 Columbia, SC 29210.

8. Based on my training and experience and the facts set forth in this affidavit, there
is probable cause to believe that evidence, fruits, and instrumentalities of the violation of Title 18,
United States Code, Section 2252A(a)(5)(B) (Possession of Child Pornography) are located within
Target Phone #1.

11. Target Offense

9. Based on my training and experience and the facts as set forth in this affidavit, there
is probable cause to believe that violations of 18 U.S.C § 2252A(a)(5)(B) (Possession of Child
Pornography) have been committed by Target Individual.

10. 1 respectfully submit there is probable cause to believe Target Individual violated

§ 2252A(a)(5)(B) because there is probable cause to believe his conduct satisfies all three elements

Page 3 of 14
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of the statute: (1) First, Target Individual possessed or accessed with intent to view, any book,
magazine, periodical, film, videotape, computer disk, or any other material that contained an image
of child pornography; (2) that had been mailed, or shipped or transported using any means or
facility of interstate commerce or in or affecting interstate commerce by any means. including by
computer, or was produced using materials that had been mailed. or shipped or transported in or
affecting interstate commerce by any means, including by computer, and (3) Third, Target
Individual acted knowingly.

It. Based on my training, experience, and consultation with experienced agents
assigned to investigate child sexual exploitation and child pornography. | know the following:

a. Persons who are involved with child pornography generally have other sexually
explicit materials related to their interest in children, which may consist of
photographs, motion pictures, videos, text material, computer graphics and digital
or other images for their own sexual gratification, often including child erotica,
which may consist of iinages or text writing involving sex with minors that do not
rise to the level of child pornography but nonetheless fuel their deviant sexual
fantasies involving minors. Such individuals are usually, but not always male. | am
aware that this sort of material has been admitted in trialsunder Fed. R. Evid. 404(b)
to prove such things as the possessor's knowledge. intent, motive, and identity and
under Fed. R. Evid. 414 to prove the person has a sexual interest in minors.

b. Individuals who coltect child pornography often seek out like-minded individuals,
either in person or on the Internet, to share information and trade depictions of child
pornography and child erotica. They do this to gain status, trust, acceptance, and
support and to increase their collection of illicit images and child erotica. The
different Internet-based vehicles used by such individuals to communicate with
each other include, but are not limited to, peer-to-peer (P2P) chat and file sharing
programs, e-mail, e-mail groups, bulletin boards, Internet Relay Chat (IRC),
newsgroups, Internet clubs, and various forms of Instant Messaging such as Yahoo!
Messaging, and “chat™ that is sometimes saved on the user’s computer or other
digital storage media.

c. Besides sexual photos of minors and child erotica, such individuals often produce
and/or collect other written material on the subject of sexual activities with minors,
which range from fantasy stories to medical, sociological, and psychological
writings, which they save to understand and justify their illicit behavior and desires.

d. Individuals who collect child pornography often collect, read, copy or maintain
names, addresses, including e-mail addresses, phone numbers, and lists of persons
who have advertised or otherwise made known in publications and on the Internet

Page 4 of 14
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that they have similar sexual interests. or have child pornography and child erotica
for sale or trade. These contacts are maintained for personal referral, exchange or,
sometimes, commercial profit. They may maintain these names on computer
storage devices, web sites ot other Internet addresscs, and their discovery can serve
as leads to assist law enforcement in proving the instant case and in apprehending
others involved in the underground trafficking of child pornography.

e. As for staleness concerns, individuals who collect child pornography rarely. if ever,
dispose of their sexually explicit materials and may go to great lengths to conceal
and protect from discovery, theft, and damage their collections of illicit materials.
The known desire of such individuals to retain child pornography, together with the
sense of security afforded by using computers, provides probable cause to believe
that computer images, especially child pornography and erotic nudity involving
minors, will be retained by the collector indefinitely. These individuals may protect
their itlicit materials by passwords, encryption, and other security measures, save it
on movable media such as CDs, DVDs, flash memory, thumb drives, and
removable hard drives, which can be very small in size, including as small as a
postage stamp, and easily secreted, or send it to third party image storage sitcs via
the Internet.

12.  Finally, | am aware many cell phones have advanced capabilities, including Internet
browsing, text and email, photography and video storage, notes, calendars, and data file storage. |
am also aware, through training and experience, that people use cell phones to communicate with
each other via voice, direct connect, text message, and e-mail; store valuable data such as names,

and addresses; obtain and store directions and maps; search the Internet and capture audio, image,

and video files.

Page 5 of 14



111, Probable Cause

Background of Investigation

13.  On May 27, 2024, KIK' sent CyberTipline Report 194328560 to the National
Center for Missing and Exploited Children (NCMEC), regarding child pornography 2 (hereafter
referred to as child sex abuse material (CSAM)) being transmitied via the social media platform,
by KIK user: "joebidennnn69" on March 31, 2024, at 04:36:53 UTC.

14.  NCMEC flagged 50 files as CSAM. Some of the files were duplicated, however
there are 28 different videos containing CSAM. All files were verified by the Electronic Service
Provider (KIK) as CSAM and can be described as displaying female minors between the
approximate ages of 8-12 years engaged in sexual activities. One video can be described as the
following’: Video - 2e35c341-16b9-4dac-9dd0-666a498c5180.mp4, MDS5 Hash Value:
bffd6c7ef51603a5942f1095003bfe86, 6.79 MB and 00:52 seconds in length depicts a minor

female approximately eight (8) years of age performing oral sex on an adult male.

! MediaLab/Kik is a social media company based out of Los Angles, California that operates the
KIK Messenger Application. The KIK Messenger Application is a chat application that allows
users to communicate, as well as share videos, and photographs both in group and person to
person settings.

2 Qutside of the legal system, NCMEC chooses to refer to child pornography images as Child
Sexual Abuse Material (CSAM) to most accurately reflect what is depicted — the sexual abuse and
exploitation of children. “Child Pornography™. as defined by congress, includes any visual
depiction, including any photograph, film. video, picture, or computer or computer-generated
image or picture, whether made or produced by electronic, mechanical, or other means. of sexually
explicit conduct where (A) the production of such visual depiction involves the use of a minor
engaging in sexually explicit conduct; (B) such visual depiction is a digital image, computer
images, or computer-generated images that is, or is indistinguishable from, that of a minor
engaging in sexually explicit conduct; or (C) such visual depiction has been created, adapted, or
modified to appear that an identifiable minor is engaged in sexually explicit conduct. 18 U.S.C §
2256(8).

Page 6 of 14

I e o AR R IRV e MALNS (WA sl i 45 S e A R TR I T VMY W v e



I i W e e e v s v [ Y R N T ST I ¥ P e Bt N ) NI IAS T W e e et Ve B R

15.  The CyberTipline Report provided AT&T Internet  Protocol  (IP)
address162.234.188.43 (port 55950) as being used to download and share the CSAM. NCMEC
geolocated * the IP address to West Columbia, SC (Lexington County). The South Carolina
Attorney General’s Office assigned the CyberTipline Report to the Lexington County Sheriff’s
Department in Lexington, SC.

16.  OnJune 27,2024, Detective Kevin Baum of the Lexington County Sheriff’s Office
obtained a state search warrant requesting all customer or subscriber information for the AT&T
account associated with IP address 162.234.188.43 (port 55950). AT&T provided the billing party
associated with IP address 162.234.188.43 is Target Individual and the service address is Target
Location.

17.  On June 27, 2024, Detective Baum obtained a South Carolina state court search
warrant requesting the contents of KIK account related to usernéme: “joebidennnn69". On July 12,
2024, KIK complied and provided the subscriber information for the account. The KIK user
“"oebidennnn69” registered the account on March 30, 2024, at 01:42:44 UTC using a Samsung

SM-G781Ul  Android smart phone* and provided an unconfirmed email:

3 Geolocation is the identification of the real-world geographic location of an object. This
identification is done by generating a set of geographic coordinates such a latitude and longitude
through GPS and using the coordinates to determine a meaningful location.

4 Kik Messenger stores the phone's make and model information using device identifiers and
systemn information. When the user installs and uses Kik on their phone, the app collects various
details about your device, which typically includes: (a) Device Information: This includes the
make and model of the device, operating system version, device identifiers (such as the device
ID and possibly IMEI), and other hardware characteristics. (b)nSystem Information: Kik might
collect system-related information such as the type of operating system, version number, mobile
network information, and other technical details. This information is usually gathered during the
app installation and whenever the app runs, allowing Kik to optimize the app’s performance for
different devices, troubleshoot issues, and provide relevant updates.

Page 7 of 14
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joehoe12368@gmail.com®. The above-referenced IP address (162.234.188.43) was also used to
register the KIK account. The contents of the account also contained 265 videos displaying CSAM.
One video can be described as MD5 Hash Tag:57faa941-9055-45¢cf-b3b9-c777ddec9574, 1.06 MB
in size, and 00:08 seconds in length depicting an adult male using his penis to penetrate the vagina
of a toddler female approximately three (3) years of age.

{8.  From March 30, 2024 until April 4, 2024, username "joebidennnn69" sent or
received approximately |,147 messages with other KIK users. The messages discussed trading
CSAM with other users. On March 31, 2024 the following discussion occurred between
"joebidennnn69" and another user:

joebidennnn69: Cheese® trade?

johnthorton7300: Sure

johnthorton7300: Whatchu got

joebidennnn69: What ya want?

johnthorton7300: Anyone that in highschool

johnthorton7300: Anything like these

joebidennnn69: | don’t have much of that. But lots of younger.

19.  On April 4, 2024 the following discussion occurred between "joebidennnn69" and
another user:

joebidennnn69: Send the good stuff. Mom daughter, mom son, fucking, and vids in English
joebidennnn69: Or girl boy fucking.

pcjames99: Okay

joebidennnn69: What'’s your preference?

pcjames99: Father daughter

pcjames99: You?

joebidennnn69: Father mom daughter

pcjames99: I dond€™(sic) see many father mother daughter
pcjames99: s there a good amount going around?
joebidennnn69: No

pcjames?9: Actually | might have one lemme look
pcjames99: Do you have any age 6-127

3 In response to a state search warrant sent to Google, Google indicated they had no records of
this email address.
6 “Cheese” is a slang term that means money, cash, or currency.

Page 8 of 14
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joebidennnn69: Yeah. Isn’t that what I sent?

20.  On July 08, 2024, at approximately 3:00 PM, Detective Baum conducted physical
surveiilance at Target Location and observed two vehicles parked in the driveway. The first
vehicle, a dark color pickup truck, was backed into the driveway and the license tag was not visible.
The second vehicle, a black Chevrolet Suburban, was pulled into the driveway and Detective Baum
noted South Carolina license tag REP90 on a State Legislator plate. In my experience such license
tags are used by State Legislators or their families. A database check using the South Carolina
Department of Vehicles (SCDMV) indicated that SC REP90 is registered to Target Individual
and Elisabeth Ruth Slawson with Target Location listed as their address.

21.  There is also evidence that Target Individual has access to children inside his
home. Open-source databases show Target Individual reported an address of Target Location.
Other residents include Target Individual’s wife, Elisabeth Ruth Slawson, and two minor
children. Further, a review of the Facebook page of Target Individual 's campaign confirm Target
Individual has a minor son who is 'approximately six years-old and a minor daughter who is
approximately two years-old.

22.  Based on my training and experience, I submit there is probable cause to believe
that the Target Location contains evidence of violations of the target offense including on devices

in Target Individual’s possession.

e

Target Location
23.  According to Lexington County property records, Elisabeth Slawson purchased the

lot where Target Location stands for $249,000 on September 22, 2015.

Page 9 of 14
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24.  South Carolina Department of Motor Vehicle (SCDMV) records show Target
Individual has two vehicles registered at Target Location, a 2017 Chevy Suburban with license
tag, REP90, and a 2019 Dodge Ram with license tag 4305LN.

25.  On July 29, 2024 at approximately 09:30 AM, | conducted surveillance at Target
Lacation where | observed the same Chevrolet Suburban bearing SC REP90 that was observed by
Det. Baum on July 8, 2024. | also observed a white Honda Accord bearing SC WDS844 parked in
front of the residesnce. I do not have any reason to believe the Honda Accord belongs to a resident
of Target Location. I also observed several large “RJ May™ campaign signs leaned up against the
right side of the residence.

Federal Search Warrant of Target Individual's Residence and Recovery of Target Phone #1

26.  OnAugust 1, 2024, the Honorable Paige J. Gossett, United States Magistrate
Judge for the District of South Carolina, approved a federal search warrant for Target Location.

27.  OnAugust 5, 2024, 1 along with agents from HSI and the South Carolina Law
Enforcement Division (SLED), executed the search warrant.

28.  During the search warrant, Target Individual identified Target Phone #1 as
being his personal phone and signed a conditional consent to search form so that 1 could access
Target Phone #1 and locate his attorney’s phone number.

29.  Target Phone #1 was located next to a CPAP machine on a night-stand on the left
side of the bed in the master bedroom of Target Location.

30.  Target Phone #1 matches the model number of the phone used to register the
KIK account bearing username “joebidennnn69™.

31.  There is probable cause to believe that Target Phone #1 belongs to Target

Individual and that it contains evidence of violations of the Target Offense.

Page 10 of 14
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IV. Conclusion and Requested Authority

32.  Based on the above. I respectfully submit that there is probable cause to believe
that Target Phone #1 contains evidence of violations of the Target Offense. Accordingly, if the
requested warrant is approved, [ respectfully submit relevant and probative evidence will likely be
recovered.

33.  This warrant seeks permission to search Target Phone #1 for the information
described in Attachment B.

34. 1 further request, by way of a separate motion and proposed Order to Seal and for
the reasons stated in that motion, that the Court order that all documents related to this application,
including the affidavit, be sealed until further order of the Court or from one year from the date of

the sealing Order.
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Assistant United States Attorney Scott Matthews has reviewed this affidavit.

[ swear, under penalty of perjury. that the forgoing is true and correct to the best of my knowledge.

Respectfully Submitted,

Brdten Z. Lou)gw

Britton Baker Lorenzen
Special Agent
Homeland Security Investigations (HSI)

SWORN TO ME VIA TELEPHONE OR
OTHER RELIABLE ELECTRONIC MEANS
AND SIGNED BY ME PURSUANT TO
FED. R. CRIM. P. 4.1 AND 4(d) OR 41(d)(3).
AS APPLICABLE.

This lé day o , 2024

Columbia, South Carolin

UNITED STATES MAGIS1 ATE JUDGE

Page 12 of 14
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Attachment A
Property to Be Searched

1. Target Phone #1- a dark blue Samsung SM-G781U! Android smart phone (IMEI #
351675643599503)
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Revised Attachment B

Property to be Searched for and Seized

All records on the Target Phone #1' that relate to violations of 18 U.S.C § 2252A(a)(5)(B)
(Possession of Child Pornography) that have been committed by Target Individual, including:

a. Items which tend to show possession, dominion, and control over Target Phone #1
and items which tend to show evidence of and/or identity of the person(s) committing
the Target Offense;

b. Any records related to the ownership, operation, or creation of KIK account
“joebidennnn69”.

c. All stored electronic and wire communications and data on the memory on the mobile
device, including email, instant messaging, text messages, mobile applications, or other
communications, contact lists, images, videos, travel records, schedule, and any other
content or records on the phone related to the commission of the Target Offense;

d. Evidence of user attribution showing who used or owned Target Phone #1 at the time
the things described in this warrant were created, edited, or deleted, such as logs,
phonebooks, saved usernames and passwords, documents, and browsing history;

e. Any child pornography or other images, videos, or records that pertain to the Target
Offense;

f. Evidence indicating the device user’s state of mind as it relates to the Target Offense;

g. Any and all materials or items that may be sexually arousing to individuals who are
interested in minors, but which are not in and of themselves obscene or which do not
necessarily depict minors involved in sexually explicit conduct. Such material is
commonly known as “child erotica™ and includes written materials dealing with child
development, sex education, child pornography, sexual abuse of children, incest, the
prostitution of children, missing children, child exploitation, sexual disorders, and
pedophilia.

' Agents are only seeking authority to search for items stored/recorded on Target Phone #1.
Agents are not seeking, nor do they intend to use Target Phone #1 to remotely access any other
electronic database(s).
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UNITED STATES DISTRICT COURT

for the
District of South Carolina E

In the Matter of the Search of
(Briefly describe the property 1o be searched
or identify the person by name and address)
Target Phone #1 as particularly described in
attachment A to the search warrant affidavit of SA
Britton Lorenzen dated August 6, 2024

Case No. 3:24—cr—00656

WARRANT BY TELEPHONE OR OTHER RELIABLE ELECTRONIC MEANS
To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search and seizure
of the following person or property located in the  District of South Carolina

ridentify the person or describe the properiy to be searched and give its location):

See attachment A to the affidavit of HS| Special Agent Britton Lorenzen.

1 find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or property
described above, and that such search will reveal ridentifi: the person or describe the property to be seized):

See attachment B to the affidavit of HS| Special Agent Britton Lorenzen

YOU ARE COMMANDED to execute this warrant on or before August 20, 2024 ot to exceed 14 days
# in the daytime 6:00 a.m. to 10:00 p.m. (3 at any time in the day or night because good cause has been established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken to the
person from whom, or from whose premises. the property was taken, or leave the copy and receipt at the place where the
property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant. must prepare an inventory
as required by law and promptly return this warrant and inventoryto ~ The Honorable Paige J. Gossett

Y United States .\flhgi.\'lrale Judge)

3 Pursuant to 18 U.S.C. § 3103a(b), 1 find that immediate notification may have an adverse result listed in 18 U.S.C.
§ 2705 (except for delay of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose
property, will be searched or seized (check the appropriate box)

O for days fnot 1o exceed 30) (3 until, the facts justifying. the later specific date of

Date and time issued:wglﬂfw 3 B

"I 7 ’gp lm
City and srdte” Columbia, South Carolina

Te s signature

Paige J. Gossett, United States Magistrate Judge

Printed name and title
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AQ 93C (08/18) Warrant by Tclephone or Other Reliable Electronic Means (Page 2)

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of

Inventory of the property taken and name(s) of any person(s) seized:

Certification

[ declare under penalty of perjury that this inventory is correct and was returned along with the original warrant to the
designated judge.

Date:

Executing officer’s signature

Primted name and title
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AQ 93C (08/18) Warrant bv Telephone or Other Reliable Clecironic Means %rlgmal 7 Duplicate Original

UNITED STATES DISTRICT COURT

for the
District of South Carolina B

In the Matter of the Search of
(Briefly describe the property to be searched
or identify the person by name and addressi
Target Phone #1 as particularly described in
attachment A to the search warrant affidavit of SA
Britton Lorenzen dated August 6, 2024 )

Case No. 3:24—cr—00656

WARRANT BY TELEPHONE OR OTHER RELIABLE ELECTRONIC MEANS
To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search and seizure
of the following person or property located in the District of _____South Carolina
tidentify: the person or describe the properiy 1o be searched and give its locations.

See attachment A to the affidavit of HSI Special Agent Britton Lorenzen.

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or property
described above, and that such search will reveal fidentifi: the person or describe the property 1o be seized):
See attachment B to the affidavit of HSI Special Agent Britton Lorenzen

YOU ARE COMMANDED to execute this warrant on or before August 20,2024  ynor 1o exceed 14 days)
o in the daytime 6:00 a.m. to 10:00 p.m. (3 at any time in the day or night because good cause has been established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property taken to the
person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the place where the
property was taken,

The officer executing this warrant, or an officer present during the execution of the warrant. must prepare an inventory
as required by law and promptly return this warrant and inventory to “The Honorable Paige J. Gossett
(United States Magistrate Judge)

J Pursuant to |8 U.S.C. § 3103a(b), | find that immediate notification may have an adverse result listed in 18 U.S.C.
§ 2705 (except for delay of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose
property, will be searched or seized (check the appropriate box)

O for ___ days (ot 1o exceed 30) O until, the facts justifying, the later specific date of

Date and time issued:wg\’wl W 3 ;

H ‘ ’&P ‘YN
City and state. Columbia, South Carolina _ Paige J. Gossett, United States Magistrate Judge

Printed name and title

Be s signainre
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AO 93C (08/18) Warrant by Telephone or Other Reliable Electronic Means (Page 2)

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:
08/08/2024 2:23 pm N/A

Inventory made in the presence of :
Special Agent Britton Lorenzen and Computer Forensics Agent Erik Kline

Inventory of the property taken and name(s) of any person(s) seized:

Samsung Cell Phone Model SM-G781U1; IMEI: 351675643599503 (Dark Blue color)

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant to the
designated judge.

Date: 08/14/2024 Grdtan B. Lorengen

Executing officer’s signatﬂ

Britton B. Lorenzen, Special Agent, HSI

Printed name and title






